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JO. Introduction
Thank you for using our measurement cloud sern@&NNECT Cloud, and remote measurement service, GENN

Remote. The following shows the contents of thevi8erto be provided, usage fee , scope of provjsizethod of provision,

level of provision, utilization time, and othernes and conditions of the measurement cloud ser@&NECT Cloud, and
the remote measurement service, GENNECT Remote¢fanth called the “Services”) provided by HiokEz Corporation
(henceforth called the “Company”) for customers vlawe applied to use the Services (in this docunoistomers shall
mean the individuals, companies, other organizationtheir representatives that have concludedagé Contract with the
Company based on the Terms of Use and opened aarddor the Services and that have the permissibasuser
administrator.) The Service Specifications shalpbg of the GENNECT Cloud Terms of Use and the GERT Remote
Terms of Use. The “Terms of Use” in the ServicecHjmations shall refer to these terms of use.

1. Servicedetailsand scope

IService overview

The Services provide the cloud service for storing measurement data and files; the Web portal that accesses the cloud service to
view and manage measurement data, files, and settings; the gateway that communicates with our GENNECT Remote-ready

measurementevices owned by the customers and uploads measurement data to the cloud; and the communication lines for the
gateway to communicate with the cloud (using NT€atoo’s communication network).

Thus, you can centrally manage measurement datagemgraphically distributed measurement devices.¢an use the
Services as a platform to compare data trends sitwoations, which was difficult in the past, andka use of analyses.

The following figure shows the scope of the Sersjdhe scope of the Company’s responsibility fomtemance and
operation after the Services are provided, and¢hbge of the customer’s responsibility. The GENNELdud provides
cloud services, a Web portal, communication lires] a gateway (blue areas surrounded by a dotted After your
purchase, the Company shall be responsible fomtdiatenance and operation of the cloud services\b portal,
communication lines, and firmware for the gatevilde customer is responsible for the gateway harelvildre gateway

cannot be repaired. In the event of a failure ghieway will be replaced with a new one for a feee(of charge if it is
covered by warranty; for details, please see the warranty for the gateway).
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Areas that the Company is responsible for (surrounded by a blue solid line)
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IProducts/services provided

This section describes the products and services provided. While your GENNECT Remote license is valid, the GENNECT

Cloud Standard services are automatically provided free of charge.

Measurement cloud service SF4180 GENNECT Cloud

- Details of the plan

Plan name GENNECT Cloud GENNECT Cloud GENNECT Cloud
Free Standard Pro

Storage 5GB 50 GB 500 GB

Number of users 3 10 100

Number of teams 3 10 100

Number of measurement 1 10 100

groups

Number of alarms (for 3 30 100

each measurement group)

High-speed monitor mode N/A Available Available

Web API N/A N/A Available

IP address restriction N/A N/A Available

Set your own logo N/A N/A Available

- License plans and prices (tax included)

Plan name GENNECT Cloud GENNECT Cloud GENNECT Cloud
Free Standard Pro

Subscription (monthly) Free of charge 2,200 yen 5,500 yen

One-month license card Free of charge SF4181-01 SF4182-01

3,300 yen 15,950 yen
Three-month license card Free of charge SF4181-03 SF4182-03
8,800 yen 44,000 yen
12-month license card Free of charge SF4181-12 SF4182-12
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31,900 yen

159,500 yen

|Remote measur ement service SF4111/SF4112 GENNECT Remote

- Details of the plan

Plan name GENNECT Remote Basic GENNECT Remote Pro
Number of available channels per| 30 100

measurement device

Traffic per gateway (shared by 1GB 5GB

accounts)

- License plans and prices (tax included)

Plan name GENNECT Remote Basic GENNECT Remote Pro
Subscription (monthly) 5,500 yen 11,000 yen
One-month license card SF4111-01 SF4112-01
9,020 yen 17,820 yen
Three-month license card SF4111-03 SF4112-03
24,750 yen 49,500 yen
12-month license card SF4111-12 SF4112-12
91,300 yen 181,500 yen
- Starter set
Model name SF4111 SF4112

Supported plan name

GENNECT Remote Basic

GENNECT Remote Pro

Product name

Remote measurement service (starter
set)

Remote measurement service (starter
set)

Price (tax included) 109,780 yen 140,800 yen
Accessories Gateway v (Z4100) v (Z4100)
AC adapter v v
SIM card v (Z4111) v (Z24112)
Embedded in the gateway Embedded in the gateway
when it is shipped when it is shipped
SD memory - v (Z4003)
card
Registration v v
code
Instruction v v
manual SF4111, SF4112 Quick Start Manual | SF4111, SF4112 Quick Start Manual
SF4111, SF4112 Instruction Manual SF4111, SF4112 Instruction Manual
Z4100 Instruction Manual Z4100 Instruction Manual
LAN cable v v
(straight)
CAT6alm
Provided license| One-month Basic license One-month Pro license
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ISample applications/orders

|Sample application/order (1)

If you want the following remote measurement at the first application

Number of remote Number of measurement devices | Increase of Traffic Service period
measurement areas to connect storage
1 1 100 MB/month | 120 MB/month | Automatic renewal

*The maximum number of available channels per measurement device is 30 for the SF4111 and 100 for the SF4112.

Initial product order

- SF4111 remote measurement service, starter set (with one-month GENNECT Remote Basic license)..... 1

By concluding a subscription contract after registration, the service period will be automatically renewed.

Subscription contract

- Monthly GENNECT Remote Basic CONtract ...........cceouevuerieieienieieiisieiieseeeeeeens

Sample application/order (2)

If you want the following remote measurement at the first application

Number of remote Number of measurement devices | Increase of Traffic Service period
measurement areas to connect storage
1 1 100 MB/month | 120 MB/month | Four months
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*The maximum number of available channels per measurement device is 30 for the SF4111 and 100 for the SF4112.

Initial product order
- SF4111 remote measurement service, starter set (with one-month GENNECT Remote Basic license)............c..........
- SF4111-03 remote measurement service GENNECT Remote Basic, three-month license...............coooceiivviieicnnennns

If you want the following remote measurement at the time of renewal

Number of remote Number of measurement devices | Increase of Traffic Service period
measurement areas to connect storage
1 1 100 MB/month 120 MB/month | Six months

Product order at the time of renewal (at the end of the service period above)
- SF4111-03 remote measurement service GENNECT Remote Basic, three-month license...............ccoooviviiinnnnn.

Sample application/order (3)

If you want the following remote measurement at the first application

Number of remote Number of measurement devices | Increase of Traffic Service period
measurement areas to connect storage
1 3 3 GB/month 3.5 GB/month 13 months
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A switching hub (Layer 2) must be
provided by the customer.

o€

I I I
LR X

*The amount of data that can be stored in the cloud is 5 GB for Cloud Free, 50 GB for Cloud Standard, and 500 GB for Cloud
Pro. If an increase in storage per month is 3 GB, as in the sample order (3), Cloud Standard is required to store 39 GB of data
accumulated for 13 months. (No separate application is required because the Cloud Standard service is included in the
GENNECT Remote license.)

*The traffic that can be sent from the gateway is 1 GB for Remote Basic and 5 GB for Remote Pro. If the gateway needs 3
GB of traffic, Remote Pro is required.

*The maximum number of available channels per measurement device is 30 for the SF4111 and 100 for the SF4112. If you
have three measurement devices, the maximum number of available channels is 90 for the SF4111 and 300 for the SF4112.

Initial product order

- SF4112 remote measurement service, starter set (with one-month GENNECT Remote Pro license)..................... 1
- SF4112-12 remote measurement service GENNECT Remote Pro, 12-month license

........................................ 1
If you want the following remote measurement at the time of renewal
Number of remote Number of measurement devices Increase of Traffic Service period
measurement areas to connect storage
1 3 3 GB/month 3.5 GB/month | 12 months
*Cloud Pro is required to store 75 GB of data accumulated for 25 months.
Product order at the time of renewal (at the end of the service period above)
- SF4112-12 remote measurement service GENNECT Remote Pro, 12-month license..............cccocvveereviiiieniineereeneennens 1
- SF4182-12 measurement cloud service GENNECT Cloud Pro, 12-month liCense..........c..ccoooverievueeeeiieeeeiieeeeeeeeeenns 1
Sample application/order (4)
If you want the following remote measurement at the first application
Number of remote Number of measurement devices Increase of Traffic Service period
measurement areas to connect storage
1 (Tokyo) 3 3 GB/month 3.5 GB/month | Automatic renewal
1 (Osaka) 1 1 GB/month 1 GB/month Automatic renewal
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AR I
|
I I I
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Tokyo Osaka

* A switching hub (Layer 2) must be provided by the customer.

*The amount of data that can be stored in the cloud is 5 GB for Cloud Free, 50 GB for Cloud Standard, and 500 GB for Cloud
Pro. If an increase in storage per month is 4 GB, as in the sample order (4), Cloud Standard is required to use the measurement
service for 12 months, and Cloud Pro is required to use it for 13 months or more.

*The traffic that can be sent from the gateway is 1 GB for Remote Basic and 5 GB for Remote Pro. If the gateway needs 3.5
GB of traffic, Remote Pro is required.

*The maximum number of available channels per measurement device is 30 for the SF4111 and 100 for the SF4112. If you

have four measurement devices, the maximum number of available channels is 120 for the SF4111 and 400 for the SF4112.

Initial product order
- SF4111 remote measurement service, starter set (with one-month GENNECT Remote Basic license)................... 1
- SF4112 remote measurement service, starter set (with one-month GENNECT Remote Pro license)............cccoeeuen.. 1

By concluding a subscription contract after registration, the service period will be automatically renewed.

Subscription contract
- GENNECT Remote Basic contract
- GENNECT Remote Pro contract

IService features and overview

This chapter provides an overview of the specifications. For detailed specifications, please see the online help.

|Functi0nal specifications of the GENNECT Cloud service

-1. Common features
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Word 2010 General Specifications_A4_17-09

Web screen, Web API

Unless otherwise noted, features are provided dotthe Web screen and via
the Web API.

Display language

Japanese

Time zone

The time displayed on the Web screen shall be baisedépan Standard Time.

License expiration

The license term shall be one month based on tieevatzen the subscription is
enabled.

The license term is extended automatically everptimanless the subscription
is canceled.

The date is determined based on the UTC.

Log in to the Web screen

Log in with the account ID, user ID, and password.

Obtain the authentication
token for the Web API

Obtain the authentication token with the accountuger ID, and password.

Two-factor authentication

None (default)/email/authentication app

Reset a password

An email containing a password reset URL is serthéospecified e-mail
address. A new password can bed set on the scg@ayed from the URL.

Reset URL validity 30 minutes from transmission

period

Features that are available for general users

Common features

Select a measurement group
Display/update login user information. Logout: Aetatic logout. The user is
automatically logged out after one hour of inadyivi

Monitor features

Monitoring display of the gateway/devices/chanmalsiera images. Update
interval: 1 minute. View channel display historyp tb 10 most recent channels ar
displayed in the time-series viewer.
Export GENNECT acquisition data: ZIP (CSV) / HOKat@way self-check fast
monitor mode: 5 seconds (best effort) for 10 miatkata is logged every minute).
Select a Bluetooth direct connection device
Select a GENNECT acquisition channel
Number of GENNECT acquisition channels per measargmevice:
GENNECT Remote Basic30
GENNECT Remote Pro: 100. Change measurement geitipgs. Change
gateway settings. Change measurement device set@inginge camera settings.
Change GENNECT acquisition channel settings.

D

Drive features

List drive details

List GENNECT acquisition data/camera images/fiddew channel display history
Up to 10 most recent channels are displayed initihe-series viewer.

Export GENNECT acquisition data: ZIP (CSV)/HOK.d-éxport: ZIP/HOK.
Upload any files. Upload measurement device dida.fCreate folder. Move folde.
Delete GENNECT acquisition data/camera images/foéders.
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Cloud storage capacity:

GENNECT Cloud Free5 GB

GENNECT Cloud Standards0 GB. GENNECT Cloud Pro500 GB
Available traffic:

GENNECT Remote Basicl GB/gateway

GENNECT Remote Pro: 5 GB/gateway

Console features

Remote operation via a Web browser
Number of simultaneous accesses: One user forrmaaBurement device. Restarnt
the measurement.

Configure a Bluetooth direct connection device

Alarm features

List alarm settings.
Create/update GENNECT acquisition data alarms.

Alarm conditions More than, equal to or more than, equal to ortless, less
than, out of range (including the threshold), antlaf range (not including the
threshold). Combined conditions: AND/OR for the dibions of two channels

Valid time period: An alarm occurs only within tepecified time period.
Enable/disable GENNECT acquisition data alarms.

Delete GENNECT acquisition data alarms. Configileedlarms.
Configure alarm destinations: Email/LINE/Slack/Team

Time-series viewer feature

S

Select an analysis feature: Graph display, ligildis export, maximum
simultaneous graph display channels, total numbeameras: 32, maximum
number of simultaneously listed channels: 32

maximum number of simultaneously exported channgks

Export format: ZIP (CSV)/HOK. Configure the vertieis of the graphs.

Notification display
features

Show notification list. Show the number of unreadifications. Filter notification
display: Show only unread notifications / Show all. Marlesified notifications as
read. Mark all unread notifications as read.

-3. Account administrator features

Account management
features

Create account. Show/configure account informat8row/configure contractor
information.

License management
features

Confirm the plan. Register a credit card. Accowttsgription contract. Gateway
subscription contract. Cancel subscription. Shoyngent history. Download a
receipt. Register account license card. Regist@wgsy license card. List gateway
Register gateway. Delete all files in the gateway.

Uy
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Measurement group
management features

Create a measurement group. List measurement gr8hpss the measurement
group details. Configure the measurement groupetBé¢he measurement group.

User management features Create a user. List users. Show user details. Qarfithe user. Configure two-

factor user authentication. Delete the user.

Team management features Create a team. List teams. Show team details. Qar&ithe team. Delete the team.

System notification
management features

Configure notification destinations: Email/LINE/SkdTeams

Inquiry features

Inquiry types: Inquiry / failure report / investii@n request / gateway for account
deletion. Permit remote operation. Send an ingoyrgpecifying a subject and a
body.

Transition from
SF4101/SF4102

Required items: Tenant ID, user ID, and passwotttt@SF4101/SF4102
administrator. Iltems to take over: Gateway lice@&ENNECT acquisition data,
files (not uploaded yet)

-4. Server event processing features

Collect/store data

Store uploaded GENNECT acquisition data in theluke.

GENNECT
acquisition data
alarm feature

Compare the uploaded GENNECT acquisition data aldhm conditions and notify if
they match.

File alarm feature

Compare the uploaded file with alarm conditions aatify if they match.

Issue the URL for temporary login when reportingagarm.

Issue temporary

login URL

Valid for 30 minutes
. View only. No administrator features
Restriction
can be used.

Gateway status

Detect and notify connection/disconnection of tagegvay and the remaining storage

notification capacity.

Remaining 1 GB orless

capacity
Cloud storage Detect and notify the remaining cloud storage ciépac
notification Remaining 10% or less

capacity

Delete excess data

Report that data that exceeds the limit for therlge will be deleted in one month.
Delete the data in one month and report the deletio

Subscription
notification

Notification When a payment is completed, when the subscrijgion
timing automatically renewed, and when a payment fails.
When a payment is Payment date, payment details,
Notification completed and when the next expiration date
details subscription is automatically
renewed
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Specifications
When a payment fails Payment date, payment details,
action request
Notification 9:00
time

Notify when the license expiration is approachifiga subscription is purchased.

Notification time

9:00

License notification

Notification schedule

Three months to one month before: Notify o
a month (on the first Monday of the month)
One month to seven days before: Notify once a
week (on Monday)

Six days before to the expiration datévery
following day (Notify that the license has
expired.)

-5. Restrictions

Retention period for files in cloud storage

No limit (limited by capacity)

storage capacity

Handling of GENNECT acquisition data and
measurement device data files that exceed the cloud

Notify the contractor that the data limit is exceddnd
delete all data in one month.

Email reception requirement

Cannot be used if emails from no-reply@mail.gennett
cannot be received.

Network requirement for Web apps

Cannot be used if the outbound TCP:443 port isopen
for cloud.gennect.net.

|Supported browsers

- Operation-checked browsers (Recommended respltRiG 1,366 x 768, smartphone 375 x 667 or higher)

oS Browser Monitor feature Drive feature Console feature
availability availability availability
Windows Google Chrome v v Vv
Microsoft 4 v v
Edge (version
79 or later)
Internet - - -
Explorer 11
macOS Google Chrome v v v
i0S Safari 4 v v
Android Google Chrome | v v v

v'v'; operation supported;: operation available

Functional specifications of the GENNECT Remote gateway

Cell phone line supported

and reconnection

Automatic line connection
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Features for measurement
devices

Automatic IP address assignment by the DHCP séeature: 192.168.1.101 -
254, automatic search

Check measurement device version. Automatic meammestart: ON / OFF
Forced time adjustment: ON (specify time) / OFRd¥natic configuration of
measurement devices. Accept automatic operation

Features for GENNECT
acquisition data

Select channels
Number of GENNECT acquisition channels per measargmevice:
GENNECT Remote Basic30
GENNECT Remote Pro: 100
Upload GENNECT acquisition data. Accept high-spewchitor mode. Back up at
disconnection: Latest two weeks

Features for measurement
device data files

FTP server

Analyze FTP client files. Upload measurement dediat files
Automatic/manual. Size limit of automatic file uplilx 128 MB or less, Size limit
of manual file upload: 1 GB or less. File backupiga: No limit. Automatic file
deletion: ON / OFF

Accept file deletion

Features for cameras

Number of automatically recognized connectionsahfot be expanded via a
USB hub). Camera image quality: Low/Middle/High

Regular upload interval: OFF / ON (specify intejy&8upport events: Camera
images for one minute before, when, or after amevecurs (PQA’s power event
and recorder’s trigger) are uploaded as a ZIPHBbrk up at disconnection: None

Other features

Automatic firmware upgrade. Accept self-check.
LED status display.

|Supported versions of measurement devices

Please upgrade to the latest firmware version bafse.

Monitor Drive Console

Model name GEN!\I_EQT File

acquisition

data
LR8410/16 V1.43 V1.43 -
LR8450/-01 V1.50 V1.50 V1.50
LR8512 V1.42 V1.42 V1.42
LR8513 V1.42 V1.42 V1.42
LR8514 V1.42 V1.42 V1.42
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LR8515 V1.42 V1.42 V1.42
LR8520 V1.22 V1.22 V1.22
MR6000/-01 V3.11 V3.11 V3.11
MR8875 V2.17 V2.17 V2.17
PQ3100 V2.30 V2.30 V2.30
PQ3198 V1.20 V1.201 V1.20
PW3360-10/11 V3.21 v3.21 Vv3.21
PW3365 V2.10 VvV2.10 V2.10

*1 Files on the day cannot be obtained. (They @bliained by stopping the measurement.)

IM aintenance products

The following products are available for mainter&nc
Gateway Z4100 and the SIM cards Z4111 and Z411@atdre repaired. In the event of a failure, they lsa replaced with
new ones for a fee. To request replacement, plEagact your purchasing dealer (distributor) orrastsales office.

(Contact: 0268-28-1688ck-info@hioki.co.jp

Model name

74100

74111

| 74112

Product name

Gateway

SIM card

Accessorie

Gateway

AC adapter

SIM card

SD memory card

Registration code

Instruction manua

v

Z4100 Instruction Manual
SF4111, SF4112 Quick Start
Manual

v

Z4111, 74112 Instruction Manual

SF4111, SF4112 Instruction
Manual

LAN cable (straigh
CAT6alm

v

Provided license

Onemonth GENNEC
Remote Basic license

Onemonth GENNEC
Remote Pro license

Remarks

Replacement when the gatew
fails. Remote measurement
service is not available with th
product alone.

S

ayYou can use it when you want to resume the rem
measurement service after it is finished.

ote
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I Service period |

|Checking the license term |

After you log in to the Web service of the Compayou can check the license term by clicking theehige Management
menu. For details, please see the online help.

N Service renewal |

|When you want automatic service renewal |

You can use your credit card for automatic servézewal. Register your credit card and select a fgaign up for a
subscription. When you sign up for a subscriptthe, license expires one month after the contraet ddne subscription will
be automatically renewed after one month.

|When you want to use a license card for service renewal |

You can extend the license term by purchasingem$ie card for GENNECT Cloud Standard (SF4181-(8l,,60-12), for
GENNECT Cloud Pro (SF4182-01, -03, or -12), for GECT Remote Basic (SF4111-01, -03, or -12) or f&NBIECT
Remote Pro (SF4112-01, -03, or -12) and specifymg account and gateway. We recommend that yaeplaur order
well in advance because many features will be déichafter the license end date.

Sample product order at renewal
- SF4112-12 remote measurement service GENNECT ReRro, 12-month license .................... as.many as required
- SF4182-12 measurement cloud service GENNECT CRyod 12-month license ..................c..veee as many as required

|When you do not want service renewal

- When you do not want to renew GENNECT Cloud

If you have a subscription contract (Standard o) Brat uses your credit card, you must canc@l@ase see the online help
to complete the cancellation procedure. If you eagyour subscription, you will be moved to the Fpden on the license
expiration date. If you use a license card, no elation procedure is required. You will automaliicéde moved to the Free
plan on the license expiration date. In the Frea pyour storage capacity is 5 GB. If your dataeexis the limit, the
contractor will receive an email that indicates da¢a deletion deadline. If your data exceeds 5a@& the deadline, all data
in the storage will be deleted. Please reduceitleecs your data before the deadline. Even after @ moved to the Free
plan, you can continue to use data and user infiom# they are smaller than 5 GB. When you askoudelete your account
(GENNECT Cloud > Help > Contact), we will deleteuyaneasurement data, account information, and actatr

information in the cloud.

- When you do not want to renew GENNECT Remote

If you have a subscription contract (Basic or Rna} uses your credit card, you must cancel iagtdesee the online help to
complete the cancellation procedure. If you useembe card, no cancellation procedure is requittdr the license end date,
communication from the gateway to the cloud witisstThe account is shared with GENNECT Cloud. Riea&® the previous
section for data handling. Data that exists naidud storage but in gateway storage on the licensedate will not be
deleted. However, it cannot be uploaded to thectl®lease return your SIM card that is no longeessary to the nearest
sales office or the order center in our headquarter

l Service resumption |
IGENNECT Cloud account |

Your GENNECT Cloud account is automatically movedtte Free plan when your license expires. Youoaetand stored
data will not be deleted unless the contractor estpudeletion.

Word 2010 General Specifications_A4_17-09 SF418@A02  History ledger 16/20



GENNECT Cloud Service Specifications

Resuming the GENNECT Remote gateway (within 31 days after thelicenseterm ends)

Service resumption can be conducted with your gayeamd SIM card by signing up for a subscriptiomemistering a license
card for the gateway within 31 days after the lgeterm ends. Measurement data until the end dicéngse term is retained.
No data will be stored from the end of the licetesen to the resumption date because communicatienspended during the

period. After 31 days, you can still use your gatgwbout you must replace your SIM card (Z4111 ot122).

term ends)

Sample product order at resumptiovhén you can conduct the resumption procedure mahidaysafter the license

- SF4112-12 remote measurement service GENNECT RelR1o, 12-month license .................... asyras required

Resuming the GENNECT Remote gateway (after 32 days after the license term ends)

After 31 days from the license expiration date,rygateway registration will be deleted, and youvi$hard will be invalid.
If you want to resume the service, you can reuse goevious gateway 24100, but you must replacestivkcard Z4111 or

Z4112 and register it again.

Sample product order at resumptiovhén you cannot conduct the resumption procedutt@m®1 daysafter the
service ends)

- SF4112-12 remote measurement service GENNECT RelRro, 12-month license ................ as many as requif
= ZA102 SIM CAIAS ..ooeeiiiiiiiiieeee et e e e e as many as the required quantity shown abq

lService cancellation during the licenseterm

You can cancel the service during the license tbrrhno refund is available. After the contractsksaus to delete the
account, we will delete the gateway registratioeasurement data, and account in the cloud.

N Service level agreement (SLA)

]Service hours and availability

Web screen/Web API service 00:00 to 24:00

hours .
Exception

Unavailability during the maintenance time (7:3@t80)
is not covered by the SLA.

If the availability is 99% or more (service unaedility period during the
service hours is 1% or less), no compensationagiged, in principle.

Service unavailability period
The period when alive monitoring of the Web scrseivice is unavailable.

Availability of the Web Compensation

screen/Web API (henceforth If the availability is less than 99%, the numbedafs corresponding to the
called “availability”) service unavailability period is added to the leemerm.

No compensation is provided to a GENNECT Cloud Fisss.

Exception

The service unavailability period does not incltlde unavailability due to an
Internet connection failure. The service unavaligbperiod does not include
the unavailability during the maintenance time ikannounced in advance.
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00:00 to 24:00

Exception
Gateway Missing data during the maintenance time (7:30830 JTC)) is not covered by
GENNECT acquisition the SLA. No compensation is provided to a GENNEQJu@ Free user.
data/measurement device data
files Failure time does not include failures caused bwegroand communication

conditions at the installation site. Failure tinteed not include the unavailability
during the maintenance time that is announced vamck.

Office hours: 8:30-12:00 and 13:00-17:00 weekdays

Inquiry response Be sure to use the contact form for inquiries.

J Operation monitoring |

The Company shall monitor the operation 24 howtaya 365 days a year (366 days for a leap yeargrdfailure happens,
the Company shall promptly handle it and notify tiistomers (response time is based on our budioess). The Company
maintains an access log, which logs the historgooksses to the portal of the Services. The Compayyuse the log for
maintenance management and for statistical analjsisage. We may also access the account of amasto verify that the
system is working properly during system mainteeamcwhen we handle a failure. The Company shalluee the access
log or account information (including measuremeatacand measurement files), except for maintenanra®gement and
usage/operation checks.

IHandling afailure

|Hand|ing afailure of the gateway and measurement device

The customer must handle a failure of the gatewalyraeasurement devices at the site. The Servicestdaclude on-site
support in the event of a failure. However, the @any is responsible for the maintenance and operafithe firmware of
the gateway using communication lines.

|Hand|ing acloud service (Web service) failurefor the Services

A cloud service (Web service) failure is reportedtioe portal of the Services. When a failure happthe Company shall
check the operation of the cloud service infrastnecof the Services related to the features peavigy the Company and
shall report the availability of the features prd by the Services. When a program of the Comfsilsy the Company
shall handle the failure, including restarting fiegram. The Company may check the data of ouomests when we think
that a system failure may cause disadvantaget@tmpany, our agents, or our customers.

IM aintenance

The Services may be suspended for maintenancéer wbrk. In that case, the information will be fgakon the portal of the
Services. However, the above does not apply tevtiré that the Company considers urgent.

lPassword policy
Please set your user administrator’'s password baséiuke following policy.
- Length: Shall be at least eight characters.
- Combination: At least one number, uppercase aigliacharacter, and lowercase alphabetic charaktdrbe included.

N security

The Company shall conduct the following securitynagement.
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l(i) Computer virus protection

- Deploy computer virus protection products to ¢hieer computer viruses in real time.
- Periodically check and verify the information abapgrades and patch releases of the computey pintection products
used in the Services and apply upgrades and patches

I(ii) Unauthorized access

- Use the firewall feature of the cloud servicaastructure to block access to the Services fapgmes other than using the
system.

- When a user accesses the portal of the Senaoésentication and confirmation are conducted witlser ID and password.
- When the 10T gateway device communicates withsthwice infrastructure of the Services, authetiboaand confirmation
with a certificate shall be conducted. However, mttee 10T Gateway device is connected via a clasedmunication
network, authentication and confirmation with atifieate shall be conducted in communication with edge of the closed
communication network.

I(iii) I nterception of communications

- The communications of users who use the portti®fServices are encrypted by TLS.

- The communications between the service infratirecof the Services and the I0T gateway devicegbeorms data
communication shall be encrypted by TLS. Howevemmunications between the gateway and the clowesar remote
operation using the console features shall be ptexyby SSH.

f(v) Audit

- Provide a vulnerability assessment by an extesrgdnization to check for the vulnerabilities loé tsystem and applications.

N Safety Control Standards

The Company shall establish the following Safetyt@a Standards for Article 25 (Confidentiality) diArticle 26 (Protection

of Personal Information) (hereinafter collectiveblled “Confidential Information”) of the Terms bfse for the Services.

(i) The Company shall limit the equipment and fact#itier handling Confidential Information and therafge location of
equipment and media that store Confidential Infdiometo the greatest extent possible.

(i)  The Company shall implement the measures of loctiagstorage location and shall control acceskdstorage
location to prevent unauthorized entry by persdhsrothan those authorized to handle Confidentidrimation.

(i) The Company shall limit the number of authorizedspas who can access Confidential Information ashnas
possible and shall restrict access using IDs, passyor other means of authentication.

(iv) When receiving a request from the person or tlegirasentative (a person authorized by the persariegal
representative, such as a person with parentabatytrand the same applies hereinafter) to ingabveut, correct, or
delete the person’s personal information, the Camshall respond to such a request without del#yeifCompany
thinks it necessary to do so. When the Companyoredspto such a request or decides not to respbagherson or their
representative will be notified of the responsei&len without delay.

(v) If an accident, such as leakage, loss, damage|jsifi¢ation of Confidential Information occurs, ibobjective
circumstances arise that indicate a high probghofitsuch an accident, the Company shall immediatgort it to the
customer.

(vi) Inthe case of the preceding item, the Company shplement the necessary measures to prevenuaresce at its
own responsibility and expense.

(vii) When the Services are finished, the Company smafiediately return all Confidential Information (iading
duplicates) to the customer or dispose of thenmsisticted by the customer, and delete the Confaldnformation on
the Company’s servers to make it unrecoverable.

I Backing up data
The Company shall create a backup at the folloieguency and store it for the following periodtéfthe contract is
terminated, the Company shall be responsible fpaiing of the backup.
- Backup frequency: Once a day
- Backup period: Seven days
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IRestoring data

When data is lost by the Services due to a failine Company shall promptly pursue the cause g trestore the data
from the backup mentioned above. However, this do¢spply to incidents that are attributable ® &igent or the customer.

IDeleting data

If the storage capacity of the customer is redumszhuse of a change in the GENNECT Cloud planeoeitd of the license
term and the data exceeds the capacity, notificatfdhe data deletion deadline will be sent todhstomer’'s email address.
If the data exceeds even after the deadline, &l idathe storage will be deleted. It is the custgmresponsibility to save the
data to their PC using the file export feature delite the data from storage before the deadline.

JDeleting an account

JEmailsare not received for along time |

If the customer’s email address does not receivemails for two months or more, the account magdleted (frozen). To
ensure that the customer will receive importanicest please be sure that the customer’s emaieaddeceives emails.

[ Violation of prohibitions of the Terms of Use |

If a violation of a prohibition of the Terms of Usefound and improvement is not seen, the accmaytbe deleted (frozen).
Before using the Services, please read the Tertds@fcarefully and understand them.
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